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THE USERS

All global branches ofthetrade
finance operations team utilize the
S&P Global Market Intelligence
solution covering 500,000+ dual-
use and military keywords
alongside ahighly sophisticated
machinelearning programthat
screens a goods description,
regardless oftextlength or
complexity, to determineifthe trade
transaction in question contains
strategic orembargoed goods. The
S&P Global Market Intelligence
solution will berolled outand
screened againstthe organizations
2million+transactions per year.

The identification of strategic goods in international trade has become an increasingly
challenging process due to the lack of public data on the nature and scope ofdual-use
goods (goodsthathave a civilian and military application) and the constantchange to
regulatory exportcontrollists. Mostrecently, the addition of semiconductor technologies
such as multi-gate transistors, various marine toxins and arange of new chemicals
classified within Russia-Ukraine trade sanctions by the U.S, EU and UK has exacerbated
the frequency of updates to existing exportcontrol regimes.

Remaining compliantwith these changes provides achallenge to firms thatmanage their
exportcontrolscreening through manually curated lists or with solutions thathave alow
number of dual-use and military keywords from which to draw intelligence from.

In this context, S&P Global Market Intelligence was approached by a top-tier U.S. financial
institution which processes millions of trade transactions via the presentation of
documents such as bills oflading, airway bills and invoices. The partner organization
experienced anumber of pain-points in their existing export controlcompliance program
which they believed held operational weaknesses requiring correction.

Pain Points

- The number ofgoods descriptions requiring operator review slowed down the
overall business unit. False positives were a time-consumingissue, requiring
20% ofthe time needed to performa compliance review

- The process was subjectto the operators experience of strategic trade goods
which lacked overall consistency and was noteasily adaptable to changing
regulatory trends
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— Previous attempts to automate the identification of strategic goods through text e . .
analytics, internet combing and other solutions did notyield the quality oftrade mlhtary 1tem 1n
data or provide afalse positive rate deemed acceptable to the organization

a goods
— The organizationwas presented with a ‘real-life’ goods description bearing the g . .
phrase ‘Wrobel 1’, a Polish version ofthe ex-Soviet ZU-23, an anti- descrlptlon was
aircraft cannon. This was an unknown phrase to the operationsteam and an .
internetsearch did notyield sensible results, hence amajor processing risk n()t found via
An overall solution was required to answer these pain-points and allow for its
integration into the organization’s bespoke compliance screening platform. our manual
compliance
Solution process,
S&P Global Market Intelligence provides a strategic goodsrisk management solution : :
using historical billoflading goods descriptions and industry specific data lmp lylng a
dictionaries. Both ofthese content sets are combined into amachinelearning
algorithmdesigned to extractkey information fromagoods description and classify it StruCtural
as either a positive or negative dual-use/military item. Weakness”

On the data dictionary side, S&P Global Market Intelligence covers specific

keywords and phrases of defense, electronic, engineering, nuclear, aerospace, trade

and brand names. In addition,amachinelearning application utilizes bill oflading

goods descriptions from multiple countries and classifies each description as a dual-use, military item or not. To date, over 2 million
goods descriptions have been classified in this way and are used within the model as training setdatato offer an enhanced ‘real-life’
decision-making process that works out-of-the-box.

Requirements
Using the S&P Global Market Intelligence model, the partner organisation wanted to understand how successful itwould bein clearing

false positivies and identifying true positives. To capture the overall validity ofthe model, both S&P Global Market Intelligence and the
partner organisation conducted a series of benchmarking and validity testing scenarios. These comprised the following:

— The partner organization provided 80,000+ sample goods descriptionsfromtheirinternal database for testing againstthe S&P
Global Market Intelligence model. The outputfromthe model was shared with the partner organization and the results were
analyzed for accuracy, precision, false positive rate, true positive rate and false negative rate

— A number ofblind tests were conducted onthe model to check forits accuracy in capturing obscure military and defense brand
names

A number of metrics and performanceindicators were established with which to measure the testing scenarios. The requirements the
partnerorganization wanted to meet were:

— A false positive rate below 10% and a ‘recall’ (measuring the success ofthe number of positive matches) rate greater than 90%

— To maintain through various testing phases a Population Stability Index (measurementofhow much a variable has shifted over time
providing an insightinto the applicability of a statistical model to its currentdata population) ofless than 0.1, which would indicate no
movement in the model’s overall stability
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S&P Global Market Intelligence was able to demonstrate to the partner organization the following successcriteria highlighted within the
Confusion Matrix below and an associated Population Stability Index score of0.002699.

. . Actual
Confusion Matrix Ve o
L. YES 508 396
Prediction NG 1 16931

‘Prediction’ — 1st line of
Defence. What the model
determines

‘Actual’ — 2™ Line of Defence.
What analyst review concludes

Precision

Recall

False Positive Rate

False Negative Rate

True Positive Rate

True Negative Rate ‘Precision’ — The ability of the model not
to label as a positive a record that is
F1 Score negative
‘Recall’ — A measure of the model's
ECERA Ty, ability to detect positive samples. The

higher the recall, the more positive
samples detected

‘F1 Score’ — The rate of performance between the
recall and precision scores

‘Accuracy’ — Total number of likely correct
predictions

Additional metrics were also provided, including an Area Under the Curve (AUC) scoreto determine how successful the model is when
distinguishing between a ‘Yes, this goods description containsdual-use or military goods’and ‘No, this goods description does not
contain dual-use or military goods’. All class metric scores submitted by S&P Global Market Intelligence metthe approval ofthe partner
organization.

Benefits

Using the S&P Global Market Intelligence solution and deploying its unique datasets, the partner organization made the following
decisions priorto integrating the contentinto their automated trade platform:

— S&P Global Market Intelligence will maintain a currentand up to date database that encompasses new changes to defense,
security, military and dual-use goods

— S&P Global Market Intelligence’s database will learn from previous dispositionsto keep false positive and false negative rates within
an accepted risk appetite score

— S&P Global Market Intelligence’s database will stay currentwith new regulations covering thisspace and seek to updatein a timely
manner all regulatory changes to exportcontrols

— Thetradeoperations internal datafeeds will allow real time transaction processing through the deploymentofthe S&P Global
Market Intelligence APl endpoint

— The quality ofdata being processed and sentfroman internal goods description to S&P Global Market Intelligence contains enough
information for an effective decision allowing trade operations staff to act quickly and decisively



Case Study

S&P Global
Market Intelligence

ContactUs

Asia-Pacific
+852-2533-3565

Europe, Middle East & Africa
+44-207-176-1234

The Americas
+1 877 863 1306

Copyright © 2023 by S&P Global Market Intelligence, a division of S&P Global Inc. All rights reserved.

These materials have been prepared solely for information purposes based upon information generally available to the public and from sources believed to be
reliable. No content (including index data, ratings, credit-related analyses and data, research, model, software or other application or output therefrom) or any part
thereof (Content) may be modified, reverse engineered, reproduced or distributed in any form by any means, or stored in a database or retrieval system, without
the prior written permission of S&P Global Market Intelligence or its affiliates (collectively, S&P Global). The Content shall not be used for any unlawful or
unauthorized purposes. S&P Global and any third-party providers, (collectively S&P Global Parties) do not guarantee the accuracy, completeness, timeliness or
availability of the Content. S&P Global Parties are not responsible for any errors or omissions, regardless of the cause, for the results obtained from the use of the
Content. THE CONTENT IS PROVIDED ON “AS IS” BASIS. S&P GLOBAL PARTIES DISCLAIM ANY AND ALL EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUTNOT LIMITED TO, ANY WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OR USE, FREEDOM FROM
BUGS, SOFTWARE ERRORS OR DEFECTS, THAT THE CONTENTS FUNCTIONING WILL BE UNINTERRUPTED OR THAT THE CONTENT WILL OPERATE
WITH ANY SOFTWARE OR HARDWARE CONFIGURATION. In no event shall S&P Global Parties be liable to any party for any direct, indirect, incidental,
exemplary, compensatory, punitive, special or consequential damages, costs, expenses, legal fees, or losses (including, without limitation, lost income or lost
profits and opportunity costs or losses caused by negligence) in connection with any use of the Content even if advised of the possibility of such damages.

S&P Global Market Intelligence’s opinions, quotes and credit-related and other analyses are statements of opinion as of the date they are expressed and not
statements of fact or recommendations to purchase, hold, or sell any securities or to make any investment decisions, and do not address the suitability of any
security. S&P Global Market Intelligence may provide index data. Direct investment in an index is not possible. Exposure to an asset class represented by an index
is available through investable instruments based on that index. S&P Global Market Intelligence assumes no obligation to update the Content following publication
in any form or format. The Content should not be relied on and is not a substitute for the skill, judgment and experience of the user, its management, employees,
advisors and/or clients when making investment and other business decisions. S&P Global keeps certain activities of its divisions separate from each other in
order to preserve the independence and objectivity of their respective activities. As aresult, certain divisions of S&P Global may have information that is not
available to other S&P Global divisions. S&P Global has established policies and procedures to maintain the confidentiality of certain non-public information
received in connection with each analytical process.
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