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2022 cyber security survey revealed varying level of priorities between
automakers and suppliers in cyber security development requirements

Priority development features by automotive supplier Priority development features by OEM

= AUTOSAR based detection

= Secure communication
& prevention

Secure updates Software protection

= Software protection = Secure updates

12%

= |dentity and secure access = In-vehicle firewall

=AUTOSAR based detection = Secure communication

& prevention

16%
Identity and secure access

In-vehicle firewall
Data compiled Mar. 30, 2023
Source: S&P Global Mobility.
©2022 S&P Global.

Data compiled Mar. 30, 2023,
Source: S&P Global Mobility.
© 2022 S&P Global.

S&P Global
Mobility Copyright® 2023 by S&P Global Inc. Al rights reserved. Solutions Webinar Series. 17

UM SLUSA T2 OF7IHNMZ SOMEAN UK HE =770 BHREJLD, RIS
7| Zvof 2ot Ao mer RS XNEH22 By ERYO0| U &= A& LT Ofof we XS X}

MMt SS UMt ASA =8 HES OtREE S MOH EX SR WS MEL 7|27t
X

AR &5 72 T, 2030 HRHE

S&P Global
Mobility



Oo-d [ o
SEREMAM HOIHE M43t ME|dts 7|sS ZHSH AOIH Io| A2 & +

Cybersecurity is extending from the vehicle to the whole infrastructure
The approach is expected to be applied from the vehicle to the complete Automotive value chain

D Mobile Smart EV
Communications Chardlig ﬂ'@
A Smart Health
<> Infrastructure Public Transport
= Security and Other with Travel and @
5| Passenger Information

Smart Systems

Cellular Satellite

Communications Communications

City Traffic
®  SmartBus Stand with Mana)éement =
- Location and Schedule R

Smart Intersection <—;—>
@ Smart Fleet
Management
e Toll Systems él
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